The continuously widening design productivity gap in the past few decades gives high incentives to counterfeiting ICs. Existing intellectual property (IP) protection schemes demand high overheads, and some techniques like watermarking do not facilitate tracing of illegal users. In this letter,we propose a novel fingerprinting method based on post-processing on circuit partitions. We evaluate our method on the ISPD98 benchmark suite. The experimental results demonstrate the effectiveness of the proposal. The fingerprinting design is distinct because the Hamming distance between fingerprinted IP designs is large enough to resist a collusion attack.
Introduction
The gap between potential design complexity and designer productivity has been continuously widening in the past decades. Intellectual property (IP) reuse becomes more popular in IC design. The trends of counterfeiting motivate the needs for development of advanced IP protection techniques. The techniques such as physical tagging, watermarking and fingerprinting are proposed. Security tags including physical unclonable functions (PUFs) have been proposed for implementing unique extrinsic IC identifiers [1, 2] . Watermarking is a comprehensive mechanism implemented to protect IP which is roughly categorized into constraint-based methods [3, 4] or additive methods [5, 6] . However, watermarking techniques do not facilitate the tracing process of illegally resold IPs and therefore cannot provide IP protection for buyers. Fingerprinting techniques are proposed to solve the problem. The main idea is to generate a piece of different fingerprinted IP for different IP buyers.
The early IP fingerprinting technique in the literature is due to Lach et al. [7] . They partitioned an initial solution into a few of parts and provide for each part several different realizations. One can generate a fingerprinting design by the combination of realizations. The technique is sensitive to the geometric structure and has high overhead. Another research is to solve the problem once, generating a relatively small problem based on the solution. The quality of fingerprinted solution is not guaranteed [8] . Qu proposed a technique which superimposed additional constraints on the problem formulation to guarantee a large amount of high quality solutions [9] .
In this paper, we propose a fingerprinting method based on the postprocessing of circuit partitioning. The method is effective to generate a large number of high quality solutions with zero overhead. The Hamming distance between different fingerprinted IP designs is large enough to keep the design secure.
Circuit partitioning problem
Circuit partitioning can be viewed as assigning operations hierarchically from high-level to low-level. Suppose a partition has a total of m levels and in each level the circuit is partitioned into k subcircuits, the partition is called a k -way and m-level partition. The evaluation of the partition result depends on the final integration of all partition levels.
Consider a circuit graph G = (V, E), where V denotes the set of n vertices and E the set of edges. For a k -way balanced partition problem, the objective is to partition G into k components V 1 , V 2 , ..., V k , (each component has almost the equal size) so as to minimize the capacity of the edges between separate components. The problem is represented as Formula (1). Particularly, if k =2, the partition is called bipartition or bisection.
Where w(e) is the weight of a cut edge, and ε is a relax factor of area constraint.
3 The proposed fingerprinting method
Fingerprinting model
In this section, we give the basic fingerprinting model. As shown in Figure 1 , the proposed fingerprinting scheme consists of two algorithms, finger and identify; two data spaces, IP W M , the original IP data space with a given probability distribution, and IP sale , the identity data space. Finger is a fingerprinting protocol. The inputs are the data to be sold, IP W M , the buyers individual key, Indiv b , and a record string text Record-list. The outputs are the data IP sale to the buyer, and record to be stored for future disputes.
Identify is an algorithm that executes to identify the original buyer of a certain copy. The inputs are the original data IP W M , the sold data IP sale , and a record list Record-list of all the sales. The output of the identification is the judgement whether the buyer's copy is legal. The paper mainly discusses the fingerprinting protocol on how to create a large amount of high-quality solutions. We will discuss watermarking detection later. 
Fingerprinting method
A fingerprinting method should not only satisfy the requirements of watermark techniques, but also have additional mandatory attributes: collusionsecure and high quality. We propose a fingerprinting method based on postprocessing of circuit partitions. The proposal applies such heuristics: (i) in an incremental fashion, and (ii) to produce fingerprinted instances by perturbation according to a buyer's signature.
FM-type partitioning algorithms have been popularly proposed to obtain good results of circuit partitioning. Most of them adopt a bucket data structure to improve the effectiveness of the algorithm. The bucket sorts the cell list by an array BUCKET [-pmax ... pmax ]. In practice, in a bucket there are a lot of cells whose gain is equal to zero. It means that a movement of such a cell from the local subset to its complementary subset will not change the cutsize of the partition. In other words, swapping such cells can generate a number of fingerprinting designs without any quality degradation.
Base on the considerations, we proposed our fingerprinting algorithm. The fingerprinting algorithm consists of seven steps, as shown in Figure 3 .
To verify a design, one must show that the fingerprint present in the partitioning design corresponds to the user's signature. The probability P c that a non-fingerprinted solution coincidentally contains the user's signature must be convincingly low. In our approach, we use RSA with 1024-bit key to encrypt the signature to generate a private fingerprint. The fingerprint is then used as a seed to generate a random number to determine the cells to be swapped. Note that since the attacker does not know which cells correspond to the user's signature, tampering attacks might not be able to succeed. The attacker may try a brute force attack to find ghost signatures. In order for this attack to be computationally difficult, P c must be sufficiently low.
Fig. 2. The proposed fingerprinting algorithm

Experimental results
We perform a set of experiments to evaluate the effectiveness of the proposed method. The fingerprinting algorithm is implemented using the C++ language under Linux on a HP B7F41PA workstation with 3.3 GHz CPU and 4 GB of memory. We apply the CLIP FM partitioner [10] on the ISPD98 benchmark suite [11] for the evaluation. Table I shows the characteristics of the benchmark suite. We select six different circuits from the benchmark suite to implement a 2-level bipartition. When the bipartition is completed, one can confirm the cells whose gain is equal to zero. The cells are considered as fingerprint carrier candidates. We hashed and encrypted the buyers signature to generate a 128-bit individual fingerprint. According to the individual fingerprint, we pop-up the corresponding cells and swap them to their complementary subcircuits with a 5% balance constraint. Irrespective of the number of swapped cells, one fingerprinted design can be generated. Table II reports the 2-level partitioning results. Column 2-3 reports the cutsizes of partition level 1 and partition level 2. The CLIP FM partitioner provided a good experimental result. As shown in column 4, the method provided a large number of cells whose gain is equal to zero. This makes it possible to generate a large number of fingerprinted designs by cell swapping. For instance, it can generate 2 n 1 −1 × 2 n 2 −1 × 2 n 3 −1 × 2 n 4 −1 ≈ 10 184 different fingerprinting designs on circuit ibm03, where n i is the number of cells (gain=0) in different subcircuits. As shown in Table II , the larger the circuit, the bigger the number n i . Therefore in practical uses, the proposed method would provide plenty of fingerprinting designs to satisfy the commercial demand. The last column reports the total runtime of the 2-level bipartition.
In order to identify the distinctness of the fingerprinting designs, we choose 10% cells from the fingerprint carrier candidates according to the buyer's fingerprint. The fingerprinting designs are generated by swapping the selected cells to their complementary subcircuits. Table III reports the fingerprinting results. In the second column, we report the Hamming distance which indicates the transpositions required to transform the original design to the fingerprinted design. We compared the results with reference [8] . The results indicate that our method provides a more distinct solution than reference [8] . In addition, our method provides fingerprinting solution with no quality degradation due to its zero cost, which is shown in column 3. The time shown in Column 4 implies that the proposed method is effective to generate fingerprinting designs because the consumed time is less than that of the original designs. Column 5 shows the probability P c that we calculated by using the same way of [4] . The authors presented a watermarking technique on graph partitioning [4] . They did not give numerical experimental results. But from figures they gave, we can see that the values of P c in both works are sufficiently low to provide strong authorship proof. The idea may be applied on other problems like logic synthesis, physical design by equivalent unit replacement or rerouting. The methods and estimations need further research. 
Conclusion
In this paper, we propose a novel fingerprinting method based on circuit partitioning. We applied the CLIP FM partitioner to bipartition a circuit into 2-level and implemented a post-processing to generate fingerprinting designs. We evaluated the proposed method on the ISPD98 benchmark suite. The experimental results demonstrated the effectiveness of the proposal for generating a large number of solutions without quality degradation. The method provides a distinct solution for fingerprinting and strong authorship proof to the buyers.
